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Secure Deploy
SD-P/ SD-M*

Manage Production Count by
using HSM Hardware

Device Firmware & Data

HSM

Import Software Package
for Production

*SO-P: Secure Deploy Prototyping / SO-M: Secure Deploy Manufacturing

Able 10 Provisioning Encryption of User
Blobs / Identity (device identity)

b .[- the Device
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Stage 1: Stage 3:
Security Threat
Requirements Modelling

Stage 2: Stage 4: Stage 6:
Architecture Implementation, Deployment
Design Code review

Stage 5:
Testing

Stage 7:
Maintenance
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M ISO/SAE 21434:2021 Road vehicles —
Cybersecurity engineering

M ISO 14971:2019 Medical devices — Application
of risk management to medical devices

B UN Regulation No. 155 - Cyber security and
cyber security management system

B UN Regulation No. 156 - Software update and
software update management system
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