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Use z-Wave Zniffer to capture
communication between
HUB and unsecure device

Get Manufacturer specific
information from unsecure
Device

HUB

Spoof
HA

network

Thermostat

Smoke Detector

Launch

DOS

Door Lock

attack

Security Alarm

Garage door lock

Smart plug

_ _ 3.Write software
2. Sniff e.md get details 1. Z-Wave Home 4.SPOOF HA patches to create a
of devices in Home Automation System Network malicious device

Automation e (DEV BOARDS) (SDK)

Run a Z-Wave Switch Ref
Design on ZDPO3A and
ZDB5202 with accessories

Write a software patch to use

sniffed Manufaturer Specific

Information during " Device
Interview process”

Write a software patch to
cause DoS /DDoS on Devices
in the HA network
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